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1 Ha3HauyeHue

[MporpaMmHbI KOMMMNEeKC Redkit SCADA npegHasHa4eH ansi co3gaHus " opraHusaumm
WHPOPMALIMOHHO-YNPAaBIAIWNX CUCTEM aBTOMaTU3auUMM  TEXHOMOTMYECKOro rnpouecca Ha obbekTax
3NEKTPOIHEPrETMKN U OPYrMX OTpacrien NPOMbILLIIEHHOCTH.

[aHHbIM nporpamMmMHbIN KOMMNeke obecneunBaetr cbop, obpaboTky, AONFOCPOYHOE XpaHeHue, BU3yanusawumio
TeKyLlen 1 peTpoCcrnekTUBHOM MHdopmMauun, BBOA AaHHbIX nocpeactsoM APM nonb3oBaTtenen, BO3MOXHOCTb
OpMUPOBAHMSA KOMaHA AOUCTaHLMOHHOro ynpaeneHuss ¢ APM nonb3oBatenen u nepefavy AaHHbIX,
nocTynawLwmx ot 06opynoBaHMst CUCTEM aBTOMaTU3aLMMK.

npOFpaMMHblﬁ KOMMJ1eKC npeanonaraet BO3MOXXHOCTb HEMNMPEPbIBHOIO (*)yHKLI,I/IOHVIpOBaHMﬂ.

MK Redkit SCADA cTpounTcs N0 NPUHLIMNY MUKPOCEPBUCHOM KITMEHT-CEPBEPHON apXMTEKTYpbIl. OTO obecnevmBaeT
OTKa30yCTONYMBOCTb, MaclLUTabnMpyemMoCTb U BO3MOXXHOCTb MHOTOKPATHOIO pe3epBUPOBaHMS MOAYIEN.

OcHoBHbiMU npenmyectBamum MK Redkit SCADA sBnsitoTcs:

- HaOeXHoCTb;

- ©e3onacHoCTb;

- LUMPOKME BO3MOXXHOCTU MHTErpauum;
- MynbTUNNaTOPMEHHOCTb.
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2 PyHKUMOHArbHbIE XapaKTePUCTUKHN

MK Redkit SCADA obecneuvBaer:

cbop, 06paboTKy u XxpaHeHne AaHHbIX OT 060pyaAOBaHUA CUCTEM aBTOMaTU3auum no npotokonam: MK
60870-5-104, M3K 61850-8-1 MMS, Modbus TCP, SNMP v.2.0/v.3.0;

nepegady gaHHbIX no npotokoniam MOK 60870-5-104;

BbIMNOITHEHVE NONb30BaTENbLCKMX anropUTMOB;

KOHTPOMb N PErMCTPaLmio OTKIOHEHWUS] aHANoroBbIX NapamMeTPOB;

BeZleHne xypHana cobbITui,

BefieHne GnaHKOB NEPEKITOYEHNI;

3KCNOpT/MMMOPT KOHdUrypauun B danrn;

BeOeHWe XypHana nHgpopmMaunoHHom 6e3onacHoCcTy;

pasfeneHue npas Ha ynpasneHne obbekTamu Mexay nonb30oBaTensaMu pasnuyHbIX YPOBHEN YNpaBneHus;

co3faHue U pegakTMpoBaHme rpaduyeckoro NpeacTaBneHnss U 06bEKTHOM MOAENM 3MeKTPO3HEePreTUYECKmX
OObEKTOB;

NMPOCMOTP ONepaTUBHbLIX CXEM C pearibHbIMU 3Ha4YEeHUSAMU NapaMeTpoB;
NMPOCMOTP TEKYLLMX U apXMBHbLIX AaHHbIX;

NPOCMOTP TEKYLUMX U apXMBHbLIX AaHHbIX B BUAE rpadunKoB;
dopmMupoBaHme NNaHoOBbIX ANCNETYEPCKUX rPaddnKOB;

MoHuTOpuHr OlNPY;

Web-knneHrT.
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3 CoctaB u cTpyktypa [NK Redkit SCADA

Cocras MK Redkit SCADA:

1. PostgreSQL - cuctema ynpasneHus 6azamu aaHHbIX. [puHaTbIE Bepcun Ang ucnonb3oanung: 13.1-13.4.

2. Redkit Builder — paspaboTtka rpadhnyeckoro npefcraBneHnst U 06bEKTHON MOAENN 3NEKTPOIHEPrETUHECKNX
0ObEKTOB.

Redkit Configurator — HacTpolka cepBepHon n knneHTtckon Yactert Redkit SCADA.
Cnyx6a Redkit — cepeepHas yacTe Redkit SCADA.

Redkit Workstation — knneHTtckas yacte Redkit SCADA.

Redkit Workstation Web — web-knneHTckasa yactb Redkit SCADA.

CtpykTtypa K Redkit SCADA npeactaeneHa Ha PucyHke 1.

o0k w

APM Redkit SCADA

Redkit Builder
MoNs308aTENECEWA HTepdeRT
FPazpadoTka mogeny, wadnoHos, oneparopa. OrodpaseHe <
MHEMOCKEM. HacTpolka ceAzel ¢ ONepaTMBHON, HEOMNEePATHUEHON,
ofopyaoEaHHEN. APXMEHON UHIDOPMALIAN.

¥MPABNEHWE.

Redkit Configurator CryxGa Redkit SCADA

@ CYEA
JarpysKa NPoeKTa, HacTpoika l
nroli:l'rbsoaa?'eneﬁ " HXC;EEB. <:> <:> LIIIELGED s Tire o
[0GaENeHUelyLANEHUEHACTPOMKS SITTLLITT TTIEETE
R R XpaHeHue, Nepenada JaHHsIx.

L OfecnedyeHne oTKa30yCTOWYMBOCTI.

PucyHok 1 - Ctpykrypa MK Redkit SCADA

3.1 dtanbl HAaCTPOUKHU

1. CosgaHue rpaduyeckux cxem n npuesidka curHanos K annapatHomy ypoBHio B Redkit Builder (gokymeHT
«Redkit Builder. PykoBoactso agmuHuctpatopa. [MBEKM.62.01.29.000-410.01»).

2. Hactporika cepBepoB u APM B 3aBMCMMOCTM OT Tuna KoHdpurypaumm (ookymeHT «Redkit Configurator.
PykoBoactBo agMmuHuctpatopa. NbKM.62.01.29.000-410.02»):
a. YcraHoBka n Hactporika CYB[] Postgresql.
b. YctaHoBka Redkit.
c. CospaHue cucrembl Redkit.
d. KoHdurypuposaHue cuctembl Redkit.


https://www.postgrespro.ru/windows
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4 Moaenb NUUeH3UpoBaHUA

JInuensuposanue K Redkit SCADA BbIMONHAETCS C NOMOLLBI 3NEKTPOHHBLIX Krtoden Guardant. JlnueHsus
pacnpocTpaHsieTca Ha Habop NPUNOXKEHNIA:

Redkit Configurator.
Cnyx6a Redkit.

Redkit Workstation.
Redkit Workstation Web.

MapameTpbl NULEH3UPOBaHUA:

KonunyecTBo ogHOBpeMeHHO 3anyLueHHbIx npunoxeHunii Redkit Workstation/Redkit Configurator B cucteme.
KonunuyecTBo NprBsi3aHHLIX CUFHASOB K annapaTtHOMY YPOBHIO (YYMTLIBAIOTCS CUrHarbl KNMeHTa n cepeepa).
KonnyecTBo apxmBrnpyemMbIx napameTposB.

Oonuun:

- pesepBupoBaHue cepBepoB Redkit SCADA;
- pesepBupoBaHue cepsepoB B[;
- MOZyIb OTYETOB;

- MoJyfb pacyeTos;

- Moaynb BriaHKoB NepeKtoYeHN;
- Web-cepsep;

- MoHuTopuHr OlPY;

- canm.

MpoTokonbI:

M3K 60870-5-104;

Modbus TCP;

M3K 61850;

- SNMP.

Buabl kntoyen nuueH3npoBaHns npegctaeneHsl B Tabnvue 1.

Tabnuua 1 - Buabl Knoyen NnMueH3npoBaHus

Bupa knrova OnucaHue
OcHoBHoM nOﬂHO(*)yHKLI,VIOHaﬂbeIIZ KoY, B KOTOPOM 3allnTbl NapaMeTpbl JIMLUEH3NPOBaAHNA
Pe3epBHbIVI ABnsietca QONOMHEHMEM K OCHOBHOMY KIHO4Y. OTOT KN4 Heobxoaum ans pa6OTbI Ha

BpeMA yCTpaHeHNA HencnpaBHOCTU OCHOBHOIO KIlko4a, nunéo cepBepa kntoden. [JaHHbIN
KIKOY UMeEET Te Xe NnapamMeTpbl JIMUeH3NpoBaHUA, YTo U OCHOBHoOW. PaboTaeT B cucteme
6e3 OCHOBHOTO KIto4a orpaHmn4eHHoe BpeM4d

JdemoHcTpauunoHHbl MiMeeT MakcMmManbHbIn (OyHKLMOHAN OCHOBHOIO Kntoya. OrpaHnyeH no BpeMeHu

MpuHUUNbLI padoThbli:

Mpu HegoOCTYNHOCTM KNtoya nuueHsnpoBaHns npunoxeHns Redkit 3anyckatbcs He ByayT.

Kaxxgbin 9K3eMnnsap NpUIioXXeHUs OCyLLEeCTBMASIET ONpoc (NPOBEPKY) AOCTYNHOCTU Kntoya 1 pa3 B 30 MUHYT.
Ecnu 6bina obHapyxeHa notepsi cCoeanHeHns, To ByAeT ocyLLecTBIIeHa NomnbITka NepecoeAnHeHns Knoya Ha
OCHOBe TekyLLien koHdurypaumu. Ecnv nogcoegnHMTbC He nonyyYnnock, To ByaeT 3anvcaHo cooblieHne 06
owwwnbke B nor-chann n xypHan. Yepes 1 muHyTy ByaeTt ocyluecTsneHa HoBas NonbITka NOACOEANHEHUS.

MNpw noTepe coegnHeHWs1 C OCHOBHBIM KITHOYOM WIN MPW €ro HEMCNPaBHOCTM CUCTEMA OrpaHUYeHHOe Bpems
MOXeT paboTaTb C pe3epBHbIM KMto4oM. Bpemsi paboTbl pesepBHOro Kito4a 3amTo B CaMOM Kritove (No
yMOnuaHuio — 2 Hegenw).

CoobLeHuns 06 owmbkax, CBSA3aHHbIE C KITKYOM NULUEH3MpoBaHus, oTobpaatoTes B log-charnax no
kateropun "guardant".


https://www.guardant.ru/
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5 CucteMHble TpeboBaHuA

CuctemHble TpeboaHus k MK Redkit SCADA npeactaeneHbl B Tabnuue 2.

Tabnuua 2 - CucteMHble Tpeb6oBaHus k MK Redkit SCADA

Ne MapameTtp CepsBep KnuenT
MuHumanbHble | PekomeHayemble | MMHUManNbHbIe PekomeHayembl€e
Tpeb6oBaHuA Tpeb6oBaHus Tpeb6oBaHuA Tpeb6oBaHus
1 Bpemsi xonogHoro He 6onee 5 He 6onee 5 He Gonee 5 muHyT | He 6onee 5
cTapTa MUHYT MUWHYT MUHYT
2 OnepaunoHHas Windows: 10 Windows: 10, | Windows: 10 Windows: 10,
cucrema Linux: Astra Linux gg:\ée;oaos;z R, Linux: Astra Linux 53%92(2)?;2 R2,
1.7, Anbt 8CI1 ' 1.7, Anbt 8CI1 '
Linux: Astra Linux Linux: Astra
1.7, Anet 8CI1 Linux 1.7, Anbr
8CrIl
3 Mpoueccop Intel Xeon Intel Xeon E5 Intel Core Intel Core
E-2254ML i3-9100HL i5-11xx
4 OnepatnBHasa namsatb |16 6 6410 816 32706
5 Buaeokapta BcTpoeHHas BctpoenHas Intel, | BctpoeHHas Intel, | BctpoeHHas
nnbo anckpeTHasa | nmbo guckpetHast | Intel, nubo
nVidia GT 730 nVidia GT 730 nnn | guckpeTtHas
W MolLHee MOLLiHee nVidia GT 730
(ans 3anycka W MolLHee
Workstation)
6 YKéctkun anck Ons OC: 2 Ons OC: 2 HDD 500 I'c HDD 500 '
HDD 1 Th, HDD 1 Tb,
obbeanHeHHble B | 0ObeaNHEHHbIE B
RAID 1 RAID 1
Ona b: 2 Ona BA: 4
SSD 1 Th, SSD 1 Thb,
obbeanHeHHble B | 0ObeaNHEHHbIE B
RAID 1 RAID 10
Mogenb SSD:
Samsung 870 EVO - ba3soBbin
YPOBEHb HAOEXHOCTU
Samsung 970 EVO - Bbicokun
YPOBEHb HAOEXHOCTU
GS Nanotech GSSBAO1TR16STF -
BbICOKMI ypOBEHb HAAEXHOCTU
GS Nanotech GSTORO1TR16ETF -
Bbicokuin ypoBeHb HageXHOCTH
Samsung 850 PRO - Bbicovanwmm
YPOBEHb HAOEXHOCTK
Intel Optane SSD  900P -
Bbicoyaniimin ypoBeHb HageXHOCTH
7 MoHuTOop - - FullHD FullHD
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5.1 PacueT pa3mepoB xecTKux guckos ansa bl

HaHo: npumepHo 208 6anT — oamH Ter BMecTe ¢ nHagekcamu, 363 6anTta — ogHO cobbITE BMECTE C MHAEKCAMW,
215 6anT — 0gHO arpernpoBaHHOE 3Ha4YeHne BmecTe ¢ nHgekcamun. Pacyet anga 2000 Teros (okono 400 TC, okono
50 TY, okono 1550 TU) — ctangapTHbIn o6bem ana cpeaHen INC.

Tabnuua 3 - PacuyeT pa3mepa XXeCTKUX AUCKOB

Ons Tera TeroB B cyTkM no obLiemy onpocy (60 cek):

(208 * 2000) / 1024 = 406,25 Kb (3a oguH onpoc)

(406,25 * 60 * 24) /1024 = 571,3 Mb

571,3 M6 3aHumatoT BCe Teru, npuleaLllne TorbKo no obLemy onpocy 3a CyTKU.

Mpu ycnosuu, 4to T MOryT n3MeHATbCA Kak pas B CEKyHAY, Tak 1 pexe B 3aBUCUMOCTH
OT peXuMMa, KONMMYeCcTBO MEPEKOYEHUA B CyTKM goctatoyHo mano (200 — 300
nameHeHun TC)

MpyHYMaeM o6bem MPUHMMAaEMbIX AAHHBIX MO criopaduke B MOMOBUHY OT obbema:
286 Mb.

Wtoro: 0,84 I'b B cyTkn
B mecsay 310: 0,84 *31=26Tb

Ona arpernpoBaHHbIX | BpemeHa xpaHeHus AaHHbIX no TpeGoeaHuam ®CK: 1 rog MUHYTHBIX arperatoB
3Ha4YeHun n 3 roga TpPUAUATUMUHYTHbIX. ECnin Ter He MeHsieTcs B TEKYLLYID MWHYTY, TO
arpermpoBaHHOe 3Ha4YeHWe He 3anucbiBaeTcs.

2000*215*60*24*365*0,5 = 105,25 I'b B rog, OOQHOMUHYTHBIX
2000*215*48*365*3 = 21 I'b 3a 3 roga TpMALATUMMHYTHbIX

na cobbiTun Ecnu npyvHumatb BO BHMMaHue cpegHecyTovHoe KormvectBo cobbitui 3a 1000
(oT 50 cobbiTnii B AeHb 6e3 nepekntodeHmn go 2000 cobbiTM B AeHb aBapun u
nepeknoyeHui), To

(1000 * 365 * 363) / 1024 = 129389,65 Kb
129389,65 /1024 = 126,35 Mb
Wtoro: 126,35 MB B rog

UTtoro Ona MNC Ha 2000 TeroB ¢ obwum onpocoM pa3 B 60 CekyHO M NMOTOKOM AaHHbIX
MonoBMHY OT 0BLLEro KonM4ecTBa TErOB B CEKYHAY HYXXHO XpaHunuiie oobemom 153
5}
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